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Today's agenda

1. Welcome and introduction

2. Opening address: Hon. Dr. Andrew Leigh MP, Assistant Minister for Competition,
Charities, Treasury and Employment, and Federal Member for Fenner

3. Acloser look at our report findings with Sophie Souchon, Digital Transformation
Consultant, Infoxchange

4. Cyber security and the NFP sector with Hamish Hansford, acting National Cyber
Security Coordinator, Department of Home Affairs

5. Panel discussion (Q&A) with our speakers and Dr. Catherine Brown OAM, CEQ,
Lord Mayor's Charitable Foundation

6. Closing thoughts and next steps
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INFOXCHANGE BY THE NUMBERS

IN THE PAST YEAR, WE'RE PROUD TO HAVE SUPPORTED

3 .1 M + OF DONATED TECHNOLOGY SZ-'IRCMI-IE:’OR HELP ON

DELIVERED TO THE ASK IZZY AND OUR
PEOPLE IN NEED SECTOR SERVICE DIRECTORY

11,000+ 430K
NOT-FOR-PROFIT, ORGANISATIONS USED SERVICE LISTINGS NOW
COMMUNITY & OUR DIGITAL FEATURE ON OUR SERVICE
GOVERNMENT SERVICES TRANSFORMATION HUB DIRECTORY

«©» Infoxchange






HON. DR. ANDREW LEIGH MP

ASSISTANT MINISTER FOR COMPETITION,
CHARITIES AND TREASURY

FEDERAL MEMBER FOR FENNER
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Organisation by significant service area

Community
development

Participant Snapshot o,

Peak bodies & membership- 27
focused organisations

%

Medical, health & wellbeing 23%

2 °/ Counselling, youth/family 20%

(o] & financial assistance y
Orgcmsqhons Disability & aged care
operate in services (community)

New Zealand

A record 1,020 organisations participated in this
year’s survey across Australia and New Zealand,

representing a wide range of service areas. T
At a time when volunteer numbers are declining, we saw
good representation from organisations who are supported
by the invaluable work of volunteers. Eighty-seven percent
of respondents said they work with volunteers regularly and
over half told us they have between 1 and 20 people who
volunteer with them on an ongoing basis.

Philanthropy & volunteering 15%

7 2 o/o Social, sport & recreation 14%

Orgamsahons Domestic Violence Services 13%
operate in

Australia Maori, Aboriginal &
Torres Strait Islander services

12%

Housing and shelter services 12%
Organisation size Regular Volunteer Size

Childcare services 10%
Very small (1-5 employees) 447  Very small (1-5 volunteers) 20%

—— Creative/performing arts & media
[-) o,

Small (6-20 employees) 24%  small (6-20 volunteers) 41% Environment, conservation, & animal welfare
I |
Medium (21-150 employees) 22%  Medium (21-150 volunteers) 32% Disability & aged care services (residential)
| |

Religion
Large (151-500 employees) 5% Large (151-500 volunteers) 4%
— - Law & advocacy services 8%
Very large (501+ employees) 3%  Verylarge (501+ volunteers) 3%
- - Historical society, museum, library & genealogy 6%

(4]

International aid, emergency & disaster relief

Other 13%

°
'!




Key findings

Some of our key findings include:

increase in adoption of generative of organisations have implemented of organisations agree they have a
Al tools over the last 12 months multi-factor authentication to clearly documented plan to improve
some degree cyber security protection

of organisations agree that their of organisations agree data of organisations have a technology
systems enable them to understand regularly guides decision-making plan or digital transformation
the impact of their services across their organisation strategy in place



Cyber security

Key Insight

Strong cyber security starts with
people, yet only 12% of the
organisations surveyed provide
regular cyber security awareness
training for their staff and less than
one quarter have effective
processes to manage information
security risks.

Implementation of tangible security measures

of organisations have implemented
Multi-Factor Authentication to some degree

of organisations maintain appropriate and reliable
backups for important information systems

of organisations reported having effective
processes to manage information security risk

of organisations have processes to ensure software
security updates are applied in a timely manner

Cyber security processes implemented by organisations

Regularly conduct cyber security

awareness training

Maintain appropriate & reliable backups
for important information systems

Processes that ensure software security
updates are applied in a timely manner

Implemented MFA for all internet-
facing systems with sensitive data

Effective processes to manage
information security related risks

Documented plan to improve cyber

securitv protection

12% 37%

47%

43%

39%

23%

13%

1% 12%

. Agree . Partially agree . Disagree



Systems and data

Key Insight

Only one-third of organisations
agree their systems work well
for management, staff and
volunteers and less (just 22%)
agree their system enables
them to measure the impact of
their services and outcomes.

66%

only

30%

of organisations

agreed that their data

is easy to understand

Data

and use

Systems
of organisations use two
to four systems to store 31 O/
information about clients, o

members or stakeholders
and their services.
Fourteen percent use
five or more systems.

agree that their
systems work well for
staff, volunteers and
management

297
o
agree that their
system enables them to

easily access essential
information and reports

227

agree that their system

enables them to
understand the impact
of their services and
oufcomes

33%

agree that their data
regularly guides decision-
making across their
organisation



Digital capability and skills

Key Insight

80% of smaller organisations
don’t have a roadmap in place,
leading to reactive approaches.
The presence of a digital or IT
plan increases staff confidence
and satisfaction with technology
by 24%.

How do you rate your

organisation’s technology

environment?
2022 61%
@ 202
+13%
3 change
-21%
change

il

24%

A

+9%

change

Advanced Intermediate

Basic

Challenged

How satisfied are staff & volunteers
with your digital technology?

Highly satisfied

Satisfied

Slightly satisfied

Neither satisfied or dissatisfied

Slightly dissatisfied

Dissatisfied

Highly dissatisfied

5%
41%
22%
13%
12%

6%

1%



Innovation

Key Insight

Sector adoption of Al has
doubled since our 2022
report, with one in four
organisations making use of
generative Al tools such as

ChatGPT.

Innovative technology currently in use (+ plan to use)

32% (28%)

Moblle apps

000

000
00
00

Drones

3% (14%)

V|r1uc| / Augmented Reollty

L)

247% (45%) "¢

Generchve Al

6% (15%) 9

VO|ce / speech recognmon / NLP

2% (12%)

Blockchom cryptocurrency NFTs

10% (27%) (05\

Assnsﬂve Technology e.g. dlsobllmes

4% (24%)

Blg dcta and/or machlne learning

2% (9%)

Robohcs



Priorities and challenges

Top priorities Biggest challenges

2021 2022 2023 2021 2022 2023

Improve our website 44% BV 5T .YA 900 Budget/funding 43% 42%

1IE¥2

_R aal
Make better use of .
: i i Staff capacity
social media and/or 38% BIFA c 36% 33%
& digital marketing and capability o

Access to affordable,

skilled technical 37% 35%
resources

> Improve our data
@ protection and cyber 24%
¥ +

security practices

Improve the digital capabilities of our staff Keeping abreast of technology changes
and volunteers and identifying where to invest our IT spend
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Digital Transformation Hub

Digital
Transformation Guides v Training v Discounts  Book an Expert  Guides
Hub Q SignUp/In

A
omisneter

> A SAFE
\l:aunch [TSMOEY PLACE
HOUSING  HolesSN*

B Bondigo Bank - STTIAE

Launch Housing Hornsby Women's Shelter

Benefits of good data management

19

Social media campaign fundraising Moving to the cloud

Technology for social justice | www.infoxchange.org

Tech Foundations

PCs, network, servers, telephony,
email, file sharing and
collaboration infrastructure

Learn more —

e
=

IT Management

IT strategy/planning, budgeting,
governance, run activities and
disaster recovery/business
continuity

Learn more —

Information Systems

Systems that support delivery of
your services, measure your impact
and corporate systems

Learn more —

Cybersecurity

Keeping your information safe with
thorough information security &
device management systems and
processes

Learn more —

A

Digital Marketing

Website, email/social media
outreach, content production and
fundraising systems

Learn more —

E

Assess overall readiness

Take this 10 minute quiz to learn
your organisational readiness
across these five areas.

www.digitaltransformation.org.au

1)

N


http://www.digitaltransformation.org.au/

Supporting NFPs to build digital capability

i &

Tech Foundations Information Systems Digital Marketing

PCs, network, servers, Systems that support
telephony, email, file delivery of your services,
sharing and collaboration measure your impact and
infrastructure corporate systems
31% 26%
Microsoft 365 NFP What is a client/case
platform management system?
Google for non-profits How to choose a new
program information system
Microsoft Teams for Data, reporting &
everyday use business intelligence —

getting started
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A

Website, email/social

media outreach, content

production and
fundraising systems

14%

Planning your online
communications

Accepting online
donations

Digital marketing tools

IT strategy/planning,
budgeting, governance,
and disaster recovery/

business continuity

17%

10 steps to create a
digital transformation

roadmap

What to look forin an IT

contract

Asset register template

9

Information Security

Keeping information safe
with information security
& device management
systems and processes

12%

Cyber security essentials:
where to begin

Current cyber security
landscape

Cyber security training



https://digitaltransformation.org.au/guides/tech-foundations/microsoft-365-not-profit-program
https://digitaltransformation.org.au/guides/tech-foundations/microsoft-365-not-profit-program
https://digitaltransformation.org.au/guides/tech-foundations/google-nonprofits-discount-program
https://digitaltransformation.org.au/guides/tech-foundations/google-nonprofits-discount-program
https://digitaltransformation.org.au/guides/tech-foundations/microsoft-teams-everyday-use
https://digitaltransformation.org.au/guides/tech-foundations/microsoft-teams-everyday-use
https://digitaltransformation.org.au/guides/information-systems/what-clientcase-management-system-cms
https://digitaltransformation.org.au/guides/information-systems/what-clientcase-management-system-cms
https://digitaltransformation.org.au/guides/information-systems/how-choose-new-information-system
https://digitaltransformation.org.au/guides/information-systems/how-choose-new-information-system
https://digitaltransformation.org.au/guides/information-systems/data-reporting-business-intelligence-getting-started
https://digitaltransformation.org.au/guides/information-systems/data-reporting-business-intelligence-getting-started
https://digitaltransformation.org.au/guides/information-systems/data-reporting-business-intelligence-getting-started
https://digitaltransformation.org.au/guides/digital-marketing/planning-your-online-communications
https://digitaltransformation.org.au/guides/digital-marketing/planning-your-online-communications
https://digitaltransformation.org.au/guides/digital-marketing/how-accept-online-donations-and-grow-your-fundraising
https://digitaltransformation.org.au/guides/digital-marketing/how-accept-online-donations-and-grow-your-fundraising
https://digitaltransformation.org.au/guides/digital-marketing/digital-marketing-tools
https://digitaltransformation.org.au/guides/it-management/10-steps-create-digital-transformation-strategy-roadmap
https://digitaltransformation.org.au/guides/it-management/10-steps-create-digital-transformation-strategy-roadmap
https://digitaltransformation.org.au/guides/it-management/10-steps-create-digital-transformation-strategy-roadmap
https://digitaltransformation.org.au/guides/it-management/what-look-it-contract
https://digitaltransformation.org.au/guides/it-management/what-look-it-contract
https://digitaltransformation.org.au/guides/it-management/develop-your-digital-technology-assets-register
https://digitaltransformation.org.au/guides/cyber-security/cyber-security-essentials-where-begin
https://digitaltransformation.org.au/guides/cyber-security/cyber-security-essentials-where-begin
https://digitaltransformation.org.au/guides/cyber-security/current-cyber-security-threat-landscape
https://digitaltransformation.org.au/guides/cyber-security/current-cyber-security-threat-landscape
https://digitaltransformation.org.au/guides/cyber-security/cyber-security-training

HAMISH HANSFORD
NATIONAL CYBER

SECURITY COORDINATOR

DEPARTMENT OF HOME AFFAIRS
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Digital Transformation Hub

Infoxchange is here to assist with your technology
needs. Our not-for-profit services include managed

IT services, donated and discounted technology, digital
capacity building and client/case management solutions.
We operate exclusively to support Australia and

New Zealand’s not-for-profit sectors.

We know how to help not-for-profits because we are not-for-profit.

Over 35,000 organisations are currently using our products and
services. Whether you're a tiny team operating on a shoestring
budget or a large organisation working across multiple locations
and service areas, we have scalable solutions to suit your needs.

Visit the Digital Transformation Hub for a range of practical guides,
not-for-profit technology discounts and tailored advice from our
technology experts to help you make a greater impact.

Learn more at digitaltransformation.org.au /\

0
-

WE CAN HELP YOU WITH:

Discounted
?ranagf—‘d & donated Q‘\
services technology @

Client
and case
management

Building
digital
capability




Thank you to our partners and supporters

FOUNDATION GA N D E L
FOUNDATION

WHEELTON
SOCIAL IMPACT
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NSW

GOVERNMENT

Go gle == Microsoft

Data
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R OATION Catalyst
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ourcommunity.com.au
Where not-for-profits go for help
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