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We are based on the lands of the Wurundjeri, Kaurna and Turrbal peoples,
the Traditional Custodians of the land, waters and knowledge for this place,
where we gather to collaborate and strengthen communities.

In our work, we recognise the importance of Country - not just as a place,
but how it also maintains community, family, kin, lore and language.

We pay our respects to Elders, past and present. This always was, and
always will be Aboriginal land. We support the Uluru Statement of the Heart.
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ABOUT THIS
REPORT

The Digital Technology in the Not-For-Profit Sector
Report is an annual research project conducted
by Infoxchange, a not-for-profit social enterprise
with a vision of technology for social justice.

The report aims to recognise areas of strength,
growth and improvement by understanding how
not-for-profit organisations across Australia and
New Zealand use technology.

Now in its ninth edition, this report provides a
benchmark for all not-for-profit organisations
to ensure they are making the most effective
use of technology to achieve their mission.

This year, the report continues to explore
emerging and critical topics such as artificial
intelligence (Al), cyber security and data
systems. The report also explores technology as
an enabler of our sector’s work in facets such
as remote working, digital capability, marketing
and communications and much more. The
report concludes with a resource section to
provide further guidance to not-for-profits

on the explored topics.
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WHO WE ARE

Infoxchange is a not-for-profit social enterprise that has
been delivering technology for social justice for 35 years.
With over 140 staff across Australia and New Zealand, we

We are Australia and New Zealand'’s leading not-for-profit
dedicated to using technology to improve the lives of people
experiencing disadvantage and the organisations that

tackle the biggest social challenges through the smart and support them.

creative use of technology. Infoxchange is an ACNC registered charity, and a certified

Social Trader - a social enterprise existing to make the
world a better place.

We work with community, government and corporate
partners to solve issues around homelessness, family
violence, mental health and disability, as well as supporting
First Nations communities, women, youth and families.

Our products and services are used by over 38,000
government and community services. We provide the right
tools to improve efficiency and deliver greater impact.

We believe no one should be left behind in today’s digital
world. Through our work in digital inclusion and social
innovation, we use technology to empower people
experiencing disadvantage, driving social inclusion

and creating stronger communities.

Infoxchange timeline




A MESSAGE FROM THE CEO

The not-for-profit sector has continued to
navigate an era defined by rapid change and
increasing complexity. The challenges we face
— whether they be rising demand for services,
resource constraints, or the evolving landscape
of digital threats — are significant. Yet, it’s
within this context that we find opportunities
for growth, innovation and impact.

I’'m delighted to launch the ninth edition of the Digital
Technology in the Not-For-Profit Sector Report. It contains
the most comprehensive insights into the sector’s use of
digital technology across Australia and New Zealand.

This year’s report, informed by the insights of 765 participating
organisations, provides a comprehensive view of how
not-for-profits in Australia and New Zealand are navigating
the rapidly evolving digital landscape. | extend my gratitude
to all the organisations who participated in this year’s survey
and to our partners who continue to support our mission.

At Infoxchange, we have always believed in the power of
technology to transform lives and strengthen communities.
Over the past year, we've seen incredible strides forward in
how not-for-profits are leveraging technology to enhance
service delivery and improve outcomes for the communities
they serve. From the adoption of Al-driven tools to the focus
on improving cyber security and data systems, it’s clear
there is a real appetite for progress across our sector. We've
witnessed this embrace of new technology by the sector in all
of Infoxchange’s offerings this year: in the uptake of our client
and case management data tools, in the strong engagement
of Al themes at our Technology for Social Justice conference
in May, in the discussions held in our Data Catalyst Network,
and in the record high attendance at our learning sessions
via our Digital Transformation Hub.

=}

But we have much to do. The need for continued investment
in digital infrastructure, the importance of upskilling staff,
and the ever-present threat of cyber attacks remind us that
the journey fowards digital maturity is ongoing. As we look
ahead, it’s clear that our sector must remain agile, adaptable
and committed to leveraging technology in both innovative
and responsible ways.

Budget limitations were identified as the top challenge this
year, and 25% of organisations reported rising operating
costs that further strain their digital capabilities. We support
calls for meaningful technology investment from Federal
government into a sector that does so much heavy lifting
for the betterment of all Australians and New Zealanders.

The findings in this report offer a roadmap for the future
and emphasise the need for continued investment in

digital technology by all not-for-profits. | hope the insights
contained within these pages inspire you to take the next
steps in your digital journey. To further assist not-for-profits
on their journey, we've provided a comprehensive page of
helpful resources including guides, webinars and templates
to help organisations upscale their digital capability in all
areas and topics explored this year. You'll find the resources
section via a QR code at the end of this report.

pauiw( %

David Spriggs
CEQ, Infoxchange

At Infoxchange, we have
always believed in the
power of technology

to transform lives and
strengthen communities.
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EXECUTIVE SUMMARY

This report provides comprehensive insights into how the not-for-profit (NFP)
sector in Australia and New Zealand have used technology during the past year.
We are grateful to the 765 organisations that participated in the survey.

Budget is a key challenge for organisations this year, with
many organisations reporting they’re struggling to finance
technology. Budget and funding opportunities are the top
challenges identified by the sector, limiting their ability to
deliver digital transformation projects. Twenty-five percent of
organisations have experienced increased operating costs,
further challenging their digital capability.

With volunteers and frontline staff working in a sector under
pressure, NFPs must not lose sight of digital strategy despite
financial constraints. This year’s report found that when a
technology plan or IT strategy is in place with an approved
budget, staff satisfaction improves by 28%, underscoring the
importance of strategic planning.

This year’s report shows that NFPs expect more from digital
technology to support efficient service delivery impact. Only
38% of organisations agree that their staff are satisfied or
better with how they use technology. Staff satisfaction has
decreased by 6% since last year and 15% since 2021.

More than one in 3 organisations (38%) rate their
organisation as “intermediate” when evaluating their overall
approach to technology and technology-related decisions,
a decrease of 5% since last year. Fifty percent of NFPs report
that their staff and volunteers are confident or better with
using the technology and systems required to perform their
roles - no change since last year.

Key findings:

77%

Cyber security remains a key challenge for the sector -

57% of responding organisations do not have multi-factor
authentication (MFA) for all internet-facing information systems
holding sensitive information. This is a critical concern, but it’s
an improvement from last year, when 62% reported not having
MFA turned on for all internet-facing information systems.

Only 20% of organisations reported conducting regular
cyber security awareness training for staff and volunteers
on security-related threats and risks. This is up 8% from last
year, but there is significant room for improvement, with a
myriad of resources available for cyber security education.
Only one in 5 organisations have a plan to improve their
cyber security protections.

Overcoming the challenges of utilising data has rapidly
become a top priority for NFPs. Nearly 80% of organisations’
systems either don’t enable or only partially enable the
organisation to understand the impact of their services and
outcomes, however 37% of NFPs now rank data and reporting
for evidence-based decision-making as their top technology
priority for the next 12 months, up from 17% last year.

And while 76% of organisations reported they are now using
generative or conversational artificial intelligence (Al), only one
in 3 organisations are investing in Al within their organisation.

The resource section at the end of this report aims to support
NFPs in addressing the discussed topics.

1in2

of organisations don’t have
systems that allow them to
effectively understand the impact
of their services.

37%

of NFPs rank data and reporting
for evidence-based decision-
making as their fop technology
priority (up from 17% last year).

28%

760/0 of organisations report
that staff are using generative
or conversational Al tools

(a rise of 52% from last year).

improvement in staff satisfaction
when a technology plan or IT
strategy is in place.

organisations don’t have
multi-factor authentication
(MFA) for all internet-facing
information systems holding
sensitive information.

#1

Budget and funding is the top
challenge organisations have
building their digital capability.



THE BIG PICTURE

The cost-of-living crisis has continued to place enormous The need for digital transformation in our sector has never
pressure on our communities. Over 7 million searches for been more urgent. Without the right technology to drive
help via Ask Izzy and our nationwide Service Directory — supporter engagement, empower staff to deliver services
the highest on record - tell us that community services are efficiently, measure outcomes and communicate successes
seeing unprecedented demand. Over the past 12 months, we effectively, our sector risks falling behind. The push for
have seen an increase of over 30% in service demand from greater impact and efficiency makes digital transformation

people experiencing hardship. In May 2024 alone, we logged  essential for our future sustainability and success.
over 300,000 searches for help, a new record number of
searches in a single month. The top search categories for the
year were food and emergency relief, homelessness services,
mental health and family violence support.

While this crisis may be driving NFPs to consider how
technology can create more effective service delivery and
reporting, reduced funding has forced many organisations
to make difficult choices between the immediate needs of
their clients and the long-term investments necessary to
secure their digital future. On top of this, cyber attacks are
on the rise, and emerging technologies that can amplify
impact like Al also introduce new risks.

........................................................................

THREATS & : ¢ SECTOR SUPPORTER
OPPORTUNITIES : ¢ FUNDING ENGAGEMENT
In recent times, there has been .. Inrecentyears, government .1 Many NFPs are seeing a decline
daily news coverage about : ¢ budgets have seen a tightening : ¢ involunteer hires since the
cyber security, cyber breaches, .. offinancial support for the NFP .. COVID-19 pandemic, while
ransom events and emerging : ¢ sectorand increased cost of : ¢ supporters today are expecting
technologies and their potential ;¢ living has impacted donations, : ¢ moretransparency and clear
dangers. The NFP sector is . . pushing organisations to diversify . | evidence of the impact of their
inherently vulnerable to cyber : ' income streams and donor : :  contributions. The public now
issues for several reasons which . . strategies. Governments are . ¢ demands detailed insights into
will be explored in this report, expecting increased sophistication the projects they fund, and
such as the lack of funding to ¢ . inmeasuring and demonstrating . . donors often use social media to
invest in cyber security, reduced : ¢ impact. To meetthese demands, : : stay engaged. As social media
focus on cyber safety plans, the : ¢ we must adopt advanced, data- : . continues to play a critical
use of volunteers and more. . . driven approaches that prove our . rolein supporter engagement
Innovative technologies such as : ¢ value and effectiveness. Many : ¢ strategies, NFPs must adapt
Al and digital data collection . . organisations are exploring new : i tomeetthe expectations of
present additional challenges ¢ i revenue-generating streams, ¢ ayounger generation that
and concerns, but they also : ¢ with philanthropy and corporate  : : is becoming a key source of
offer the potential for greater .+ partnerships becoming a new .+ publicinvestment. Keeping
efficiencies and impact if * + avenue for funding as businesses  : : supporters engaged is crucial,
integration can be managed well. . seek aligned collaboration for . ¢ notjustfor ongoing financial

© . their environmental, social and support but also for maintaining

governance (ESG) goals. . . accountability and trust.
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WHY DIGITAL TECHNOLOGY?

In an increasingly complex and challenging environment,
digital technology remains vital for NFPs to enhance their
impact and improve operational efficiencies. Ensuring

that organisations across the sector maximise their digital
infrastructure is more crucial than ever, especially in the face of
rising demand, staff burnout and persistent funding challenges.

This can take various forms, from implementing advanced
data capture methods to better measure your organisation’s
impact to adopting MFA that safeguards sensitive staff

and client information. Automating routine tasks can free

up valuable time and resources. Embracing cutting-edge
technologies, like Al-driven tools, can provide access to
powerful software that streamlines operations.

We know that effective use of digital technology can assist
NFPs in responding appropriately to workforce challenges,

TECH FOUNDATIONS

PCs, phones,
infrastructure & NFP
Cloud platforms

NFP APPLICATIONS

Service delivery,
operational systems
& web applications

DATA & ANALYTICS

Data storage,
cleanliness, analytics
and visualisation

DIGITAL MARKETING

Website, social media,
events & fundraising

IT MANAGEMENT

IT strategy, governance,
planning, value,
engagement & disaster
recovery

CYBER SECURITY
Tech protections, risk

management, education,
information classification,

policies &compliance.

CHALLENGED

Unreliable PCs
with problematic
information
sharing.

Paper or
document/
spreadsheet-based
systems to support
service delivery.

Data is not
effectively
managed, and
a data plan is
not in place.

Limited social
media presence
and basic, static
website.

No ICT plan; ad
hoc and reactive.

We'll worry
about it when a
breach occurs.

inadequate or inconsistent funding and evaluating our
important work to drive more interest and investment to

the sector. NFPs that have invested in strong digital systems
have consistently shown greater resilience, particularly in
adapting to remote work and maintaining essential service
delivery during disruptions. Furthermore, as society becomes
more digitally sophisticated, supporters and stakeholders
increasingly expect an interactive online presence.

Staying ahead of digital trends and
ensuring our technology is up to the task
is essential for the continued success
and sustainability of our sector, which
this report aims to support.

ADVANCED

Best practice remote working Staff can

and collaboration. Staff and collaborate, work

management highly satisfied. productively and
access information
anywhere.

Integrated, accessible solutions
support efficient processes,
service delivery and track
outcomes.

Efficient processes
enable staff to
achieve impact.

Services outcomes
are understood
and information
drives decision
making.

Data is stored in a warehouse
or lake. Machine learning and
predictive analytics and data
strategy is in place.

Engaging, responsive website Attract new
& social media presence funders,

supported by electronic direct supporters,
mail (eDM) campaigns achieves volunteers, staff
tracked outcomes. and clients.
Strong partnership between IT, Maximise
executives & staff delivers tangible  impact from

(measured) value & regular IT investment.
innovation. Proven disaster and

business continuity plan.

Best-practice technology Reputation,
protections, educated staff and client and staff
effective processes are proven information

to mitigate cybersecurity risks. protected.



PARTICIPANT SNAPSHOT

765 respondents participated in this year’s
survey across Australia and New Zealand,
representing a wide range of service areas.

The majority of organisations that participated in the
survey work in the areas of community development,
education, training, employment, youth and family services,
counselling, food relief, financial services, medical health
& wellbeing, and advocacy.

More than 60% of respondents regularly engage between
one and 20 volunteers. One in 5 are 100% volunteer-led.

Organisation size

75% of the 765 survey
respondents operate
in Australia.

25% operate in
New Zealand.

Regular volunteer size

Volunteer-led organisation 21%
Very small (1-5 employees) 28%
I

Small (6-20 employees) 23%
I

Medium (21-150 employees) 19%
|

Large (151-500 employees) 7%
|

Very large (501+ employees) 3%
-

Organisation by significant service area

Very small Small Medium Large  Verylarge
(1-5) (6-20)  (21-150)  (151-500)  (500+)

Community
development

31%

Education, training, business 27
support & employment °

Counselling, youth/family,

financial help & food relief 27%

Medical, health & wellbeing 21%

Advocacy, services for membership 21
organisations, peak bodies °

Disability services 17%
Aged care 15%
Social, sport & recreation 14%
Domestic violence services 14%

Philanthropy & volunteering 13%

Housing & shelter services

Environment, conservation, & animal welfare

Maori, Aboriginal & Torres Strait Islander services -b
Childcare services -b
Religion na
LGBTIQA+ support and education b
Creative/performing arts & media Hb
Law & advocacy services na

Historical society, museum, library and genealogy nb

**Please note that this does not add up to 100% as many organisations provide services across multiple areas.
“Other services include international aid, emergency and disaster relief, road safety, research, job-seeking services, tourism, fire protection, criminal justice,
financial advisory, digital skills and literacy training, migrant inclusion initiatives, library services, women’s services, refugee and migrant support, baby loss support

services, agriculture, and veterans’ welfare.
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HYBRID WORKING &
TECHNOLOGY FOUNDATIONS

Seventy-six percent of organisations offer hybrid working opportunities.
However, less than half have all the required systems, software and infrastructure
in place for technology to work well, marking a 23% reduction since 2022.

When the pandemic swept across Australia in 2020 with for NFPs to work efficiently and collaborate. Sixty-nine
lockdowns keeping staff home, our sector worked urgently percent of respondents reported using cloud collaboration
to support remote working for staff. Between 2021 and 2022, platforms to email, share files, and communicate virtually.

we saw a massive 45% increase in NFPs stating that “We have
all the required systems, software and infrastructure in place
and it is working well for our staff”. However, since this peak,
adequate remote work infrastructure has fallen by 23%.

This short-term reversion could represent a sector gradually
moving back to onsite work or a sector struggling to sustain
digital progress in the absence of COVID-19 funding.

Over a longer timeframe, the data reveals our sector

is 16% better at supporting hybrid working since 2020.

Forty percent reported that Microsoft 365 is their preferred
collaboration platform. Surprisingly, one in 5 organisations
reported using individual emails, including Outlook or Gmaiil,
to collaborate. These email tools alone are not designed for
efficient collaboration between teams.

Hybrid working in some form is here to stay for most of

the sector, with 76% of NFPs offering partial to fully remote
work (this is particularly true for volunteer-led organisations,
69% of which report operating fully remotely). However,

only 46% of NFPs have the technology they need to work
remotely effectively.

Technology foundations cover core technology components,
including hardware, infrastructure, file storage and
collaboration within technology environments such as
Microsoft 365 or Google Workspace. They are essential

Staff work locations R
. All onsite . 3-4 days onsite 1-2 days onsite All remote
Average 24% 32% 14% 31%
2’5'5‘;2}_?)9" only TS 8% 13% 69%
x‘f‘g;'gg;' 23% 30% 15% 32%
?6“:‘;'&' staff) 37% 35% 12% 16%
{‘;ﬁ%‘g‘; af) 47% 18% 12%
:']‘;';?go T 257 57% 9% 9%
Very large 35% 50% % 7%

(500+ staff)



....................................................

How well the technology environment :
supports staff to work remotely : Our technology environment is
: “all setup and it’s working wel

lII

All setup and
it's working well

Nearly there, but still
have some work to do

Some things are in place
but not yet meeting needs

Struggling fo implement 8
the right technology °

@ 2020 2021 @ 2022 2023 (@ 2024

....................................................

Primary cloud platform in use

Microsoft 365 (includes SharePoint, OneDrive & Teams) 40%
|
Individual email/collaboration tools (e.g. outlook.com) 21%
|
o
o Google Workspoce (e.g. Google Drive, Docs, Google Meet) 19%

|
Dropbox 9%

of organisations are using cloud ——

collaboration platforms to email, None (e.g. onsite servers) 4%,

share files, & communicate virtually -
Other 6%

V
Server infrastructure : Of the 29% running servers in the

cloud, organisations are using:

We don'’t have any servers 41%

. Google

L. o, .
We have servers running in the cloud e.g. Azure, Google 29% eo----: . A
: zure

AWS
We have servers running in our offices 21%
I . Other
We have servers in our own space in a data centre 8% Don’t
— : know
Other 2%
|

....................................................
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ARTIFICIAL INTELLIGENCE

In 2024, 76% of organisations use generative or conversational Al tools,
a 52% increase over the previous year.

Al can offer Australia and New Zealand’s NFP sector great
benefits. Use cases include generating draft content for
proposals and reports, predicting future outcomes, reducing
administrative efforts to allow more time for face-to-face
client services and more. These benefits shed light on why
76% of organisations now report that staff are using
generative or conversational Al tools.

Only 32% of organisations
are exploring or already

investing in Al across
their organisation

However, the space is moving rapidly, and challenges abound.

NFP discounts on Al products are rare, and many free Al tools

do not commit to keeping information confidential. Standards 2
are limited, skilled resources are difficult to find, and the
functionality of individual tools is changing exponentially,
meaning today’s “best of breed” may be tomorrow’s

laggard. Key Al insights from the sector include: ‘

» Only one in 3 organisations are exploring or
already investing in Al across their organisation.

» Twenty percent of organisations are hesitant to
use Al as they don’t know enough about it,
and 13% are concerned about their data
security, sovereignty or privacy.

» Forty-two percent of organisations do not see
it as a priority for their organisation, potentially
due to the lack of budget, skilled resources
and rapidly changing Al environment.

» Eighty-nine percent of organisations have not
implemented a guideline, framework or policy
to manage data and ethical risks.

How are NFPs using Al?

......................................................

...........................

...........................

GENERATIVE /
CONVERSATIONALAI

. Utilising generative

. Altools (e.g. ChatGPT,

. CoPilot and Gemini)

. to produce and review

. relevant content -
including text, images,

. videos and translations.

In 2023 only 247% of
organisations were

: using generative

- Al;In 2024, 76% of

. organisations are
using generative or
conversational Al tools,
a rise of 52%.

...........................

APPLICATIONS &
PRODUCTS WITH
Al BUILT-IN

Engaging with some of

. the systems, applications

and products with
embedded Al available
on the market (e.g.
Microsoft 365, OtterAl,
Salesforce and Xero)

. to dramatically increase

efficiency, reach,
capabilities and impact
in the digital space.

One in 5 organisations
are currently using
applications and
products with Al built-in.

...........................

CUSTOM-BUILT Al
APPLICATIONS

Building their own Al
tools to automate and
create personalised
experiences and deploy
interactive user-facing
products that enhance
service delivery.

: Three percent of

organisations are
building their own
custom Al application
(e.g. chatbots).

...........................

DATA ANALYTICS
& INSIGHTS

Managing,
manipulating and
gaining insights from
organisational data

* to identify trends and
predict future patterns
and eliminate service
gaps to more effectively
meet their community’s
needs.

. Twenty-one percent are

: considering using Al

. and machine learning

: for data analytics and
insights in the future.

...........................



What type of Al are NFPs using
and considering using in the future

Of those using generative Al, how do
they benefit from its functionality

. Currently
+52% @ Considering
since using in the
2023 future

Generative /  Applications &  Custom- Al for data Other
conversational products with built Al analytics
Al built-in Al applications & insights
(machine
learning)

Responding organisations’
appetite for utilising Al

Copywriting & marketing
content creation

Ideas generation,
editing & proofing

Proposal writing

Text-to-speech, dictation & translation

Image creation

Policy & procedure writing

Other 3%

Generative Al platforms respondents
would recommend to other NFPs

Fearful YA

Sceptical
Interested 3
Exploring 29%

Investing 3% '

What is preventing NFPs from exploring Al?

39% ChatGPT

CoPilot
CanvaAl

Gemini
Adobe Al

Grammarly

Other

2% 2% 2%

Have organisations introduced
an Al policy, framework or guideline?

We don't see it as a priority for our organisation 42%
|

We don’t know enough about the Al 20%
|

Data security, sovereignty or data privacy concerns 13%
|

Lack of time 5%
|

Lack of capacity 5%
|

Implementation cost 2%
|

Other 12%
|

Digital Technology in the Not-for-Profit Sector | 2024 Report

‘No

. Yes, a framework
or guideline to
ensure data
security and
ethical use of Al

Yes, a board-
approved policy
with a roadmap
for how the
organisation will
benefit from Al




NFP APPLICATIONS & DATA

Only one in 4 organisations agree that the quality of their data is good and
readily supports their reporting and analytical needs to increase their impact.

NFP applications help organisations capture, process, analyse
and report on data. They enhance efficiencies, making the
most of staff time and their ability to accelerate outcomes.

More than half the responding organisations agree that
their systems capture valuable information about their
clients. However, only 23% have systems that enable them

-~ . . to understand the impact of their services and outcomes.
Nearly half of organisations reported using a commercially

available application as their primary solution to store
information about their clients, members or stakeholders.
This has increased by 19% since 2019 as organisations
continue to move away from paper documents or
spreadsheets to platforms that effectively support data
collection and analytical capability.

Just one in 4 organisations agree that their data is good
and readily supports their reporting and analytics. These
statistics have not changed significantly since last year,
but it's encouraging to see that data and reporting for
evidence-based decision-making is the top technology
priority, with 37% of organisations listing it at the top of

_— their priority list 20.
Organisations use an average of 3 concurrent platforms to eirprionty iston page

store information about clients, members and stakeholders.

Primary system used to capture information

. Commercially
available system

Microsoft Office/
Google Workspace

%S

. Custom-

developed system

Government
mandated system

. Paper documents

24%
Other/don’t know

Our data ... ] Our systems ...

@ Agree Partially agree @ Disagree @ Agree Partially agree @ Disagree
is easy to understand & use capture valuable information about our clients & services

is good quality, readily supporting our reporting & analytics securely store & share data across the organisation

is analysed & shared to support managerial decisions, enable us to understand the impact of our services &
driving & shaping service improvements outcomes



CYBER SECURITY

Only one in 5 organisations have a plan to improve their cyber security

protections.

The cyber security capabilities of the sector are at a
concerning level. As cyber security incidents become more
complex and common, NFPs must continue to invest in cyber
protection, policies and practice.

Scams are becoming increasingly sophisticated, and no
organisation is immune from the wide-ranging tactics of
aggressors. Only one in 5 organisations regularly conducts
cyber security awareness training for staff and volunteers

on security-related threats and risks. This is an improvement
of 8% from last year, but there is still significant room for
improvement, especially with free resources being readily
available for staff (see our resource section at the end of
this report). Nearly 60% of responding organisations don’t
have MFA for all internet-facing information systems holding
sensitive information. While this is a 14% improvement from
2022, when 62% of organisations reported they did not have
MFA, it’s still far short of ideal.

More than 40% of organisations conduct periodic user
access reviews to ensure only current staff and volunteers
can access organisational systems and information. One
in 2 have processes to ensure software security updates
are applied in a timely manner, and one in 3 have effective
processes to manage information security-related risks.

Cyber security processes implemented by organisations

Only 31% of organisations have a cyber security policy

that outlines what the organisation has in place to protect
its information from cyber security threats covering staff
obligations, organisational processes and technical
protections. Just one in 5 organisations have a documented
plan to improve their cyber security protections.

It’s critical that NFPs step up and implement a cyber security
improvement plan, including regular cyber security training

for staff and volunteers.

Timely processes for software

security updates S

Implemented MFA for all internet- o
L . 43%

facing information systems

Aware of the systems in use and 43%

their cyber security risk profiles
Conduct periodic user access reviews | 41%

Effective processes to manage

information security-related risks a0

Cyber security policy in place 31%

Regularly conc!u_cf cyber security 20% 339
awareness training

Plan to improve cyber security 18% 31%

protections documented

Digital Technology in the Not-for-Profit Sector | 2024 Report

39% 18%

27% 32%
43% 23%
29% 40%
47%
51%

Agree . Partially agree



DIGITAL CAPABILITY & SKILLS

)

AR

Forty-two percent of organisations have an IT plan or digital transformation
strategy in place, representing a 26% increase in 5 years. When a technology
plan or IT strategy is in place, staff satisfaction improves by 28%.

On average, staff are only “slightly satisfied” with how their
organisation uses technology. Over the previous 5 years

of this report, most NFPs surveyed considered themselves
“intermediate” when evaluating their overall approach to
technology and technology decisions. This year, we saw that
trend change, with most (47%) organisations now considering
their organisation “basic”. This may indicate an inadequately
resourced sector, or it could be capturing the sentiment of a
sector struggling to keep up with a rapidly changing digital
environment.

More than one-third (38%) of organisations agree that their
staff are satisfied or better with how they use technology. Staff
satisfaction has decreased by 6% since last year and 15% since
2021. This correlates with the 5% decrease since last year in

the number of organisations stating that overall technology is
intermediate. This might be due to an increased expectation of
how digital technology should support client service delivery.

Organisations that are volunteer-led struggle the most with
their digital capability, stating that 78% of organisations
consider their digital environment as challenged or basic.

How confident are staff & volunteers
with your digital technology?

We're seeing a positive trajectory towards proactive and
robust digital/IT strategies, but our sector must do more.
While we have seen an encouraging 26% improvement since
2019, only 42% of organisations have an IT plan or digital
transformation strategy in place. Only 9% of organisations
with a digital/IT strategy covering the next three years have
their strategy endorsed by the board and aligned with their
organisational strategy.

70% of organisations
with less than 20

staff, do not have an
IT plan, but instead
react as required.

How satisfied are staff & volunteers
with your digital technology?

. Not
confident

A little bit
confident

. Confident

. Very
41% confident

Highly dissatisfied 1%
|

Dissatisfied 6%
]

Slightly dissatisfied 16%
|

Neither satisfied or dissatisfied 16%
|

Slightly satisfied -12% 23%
| since 2021

Satisfied 34%
|

Highly satisfied 4%



How do you rate your organisation’s How organisations rated their
technology environment? technology environment over time

. Challenged Basic . Intermediate . Advanced

70%
61%
60% 56% 56%
50%
50%
40%
40% <__36%
30%
20%
13% 15% 15%
10% | 2% % Qo
9% 7% 6‘7, 7% 7%
@ cChallenged Basic @ Intermediate @ Advanced 0 5% -

2019 2020 2021 2022 2023 2024

.................

IT plans help NFPs to prepare for technological
advancements as well as disruptions such as
fire or cyber breaches. Without an IT plan,
organisations are at greater risk of poor and
potentially disastrous digital incidents and costly
outcomes. Additionally, respondents reported

a 28% improvement in staff satisfaction when

a technology plan or IT strategy is in place.
Infoxchange’s Digital Transformation Hub
experts recommend that NFPs of every

size develop a simple technology
plan focused on the budget

year ahead at a minimum.

o=,

....................................

How does digital capability vary

according to organisation size Organisation’s digital/IT strategy
. Challenged Basic ‘ Intermediate . Advanced . No plan Plan (not approved) . 1year plan . 3 year strategy
- o WM 11, e 30% [l 50%
19% ° 40% 70% 33% 10%
14%
53%
59%
459% 56%
31%
17%
L> ZwLE =ZoT fOE 0OE O+ 52F SOE TOF EOF YogE o+
$5%5 BLF EYT 59% P23% PoEF 0 g5s g<s g0s 325 P@s P8%
c 1) S 7 nls% T-—0 S JSu® c 17 7 17 hLlLw T-—0 8% ZBuwubs
3 o 2 - b ~ 2 o 2 s < 5 ey
o = s 2 = 5 °c = & 2 = 5
> 2 2 > > >
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MARKETING & COMMUNICATION

On average, organisations use 3 concurrent digital marketing tactics to
communicate with their supporters, donors and clients. Twenty-seven percent
of organisations use generative Al to help develop new and relevant content.

NFPs continue to see the importance of digital marketing in Twenty-eight percent of organisations agreed that their
growing the reach and impact of their organisation’s work. On  social media delivers value, it's worth investing time in, they
average, organisations use at least 3 social media platforms. get outcomes and are happy with how they use it. Only 38%

of organisations, though, agreed that their website delivers
value. One in 3 organisations are happy with the look and
feel of their email newsletters and consider them to be
integral to how they communicate with stakeholders.

Facebook is still the most popular social media platform for
NFPs to communicate with their supporters, clients and donors.
LinkedIn and WhatsApp have grown in use over the last 5
years, increasing in popularity by 17% and 11%, respectively.

X (formerly Twitter) is decreasing in popularity. Only 13% of *
organisations use the platform, compared to 21% last year. *
‘ v
Social media platforms used ' 3
0O +17%
in the last

93% 5 years

-8%
in the
last year

)

. Facebook . LinkedIn WhatsApp Other
(e.g. TikTok,
Instagram YouTube X (formally Signall,
9 . . Twitter) Discord)

Digital marketing tool/tactic
Website analytics 66°% Search engine marketing (SEM) b
e.g. Google Analytics ° e.g. Google Ads
Video storytelling platforms & b
e.g. YouTube Nonprofit Program 46% Bulk SMS
. . . - 4 Design tools
siealell mzele et el e.g. Canva, Adobe Creative Suite 7% I.
Marketing/email automation Uiz el e 3% '
e.g. Biteable or Animaker
Generative Al for content creation Other 5%




Thirty-four percent of organisations use MailChimp as their
preferred email marketing system, and 13% use the email
marketing feature in their preferred customer management
system - an increase of 10% since 2019.

Most organisations use website analytics tools such as
Google Analytics to understand their website marketing
performance, and WordPress has remained the most
prevalent content management platform in the last 5 years
at 44% in 2023. Only 21% of organisations use Search Engine
Marketing tools, such as Google Ads.

Who manages your website?

Forty-four percent of organisations seek the support of

an external website developer or a web/communications
agency to manage their website. Only one in 4 have a staff
member or volunteer manage their website, with 17% having
someone in-house with coding expertise. More than one in
4 organisations (27%) use generative Al to develop new and
relevant content.

Content management systems

Staff member/volunteer with limited skills 9%
|
Staff member/volunteer with HTML/CSS experience 17%
|
Internal web development team 24%
|
Web developer, agency, or communications agency ~ 44%
|
Other 6%
]
Email marketing systems
. Mailchimp
Regular email
provider
e.g. Outlook, Gmaiil
. Don’t send
updates via email
@ Customer
relationship
management
(CRM) software
. Campaign
23% Monitor
Other

Reporting

. Wordpress
@ cCustom-built
Wix

Google sites

. Other

(e.g. Drupal, Joomla!)

Don’t have a website
(only social media
page/profile)

. Squarespace

9%

Only 21% of NFPs

use Search Engine
Marketing (SEM) tools,
such as Google Ads.

Our marketing efforts deliver value...

42% of NFPs

report digital
marketing activities
to their boards.

200/0 want

to but aren’t sure
where to start.
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28% 55% 17%

Social media delivers value, happy with its use

38% 46% 16%

Website delivers value, we like the UX and functionality

33% 43% 24%

Our email newsletters are integral for communicating with
stakeholders
. Agree

Partially agree . Disagree



PRIORITIES & CHALLENGES

Budget and funding opportunities are the top challenges facing NFPs’ capability
to deliver digital transformation. Organisations of all sizes face this challenge,
which has increased in priority by 19% in the last two years.

While it’s positive that most of the sector is increasingly
conscious of the benefits of improving their technological
capabilities, budget and funding to support these
improvements remain a concern.

The top 3 challenges facing NFPs for 2024 are:
» Budget and funding issues, up 11% from 2023 (61%)
» Access to affordable and skilled technical resources (37%)

» Staff capacity and capability (26%)

Data and reporting for evidence-based decision-making
has risen to be the equal top priority, alongside improving
the organisation’s website. This has increased by 20% since
last year.

The desire to explore new technologies and innovations to
achieve social missions has doubled in priority, with 24% of
organisations seeing this as a top technology priority. For
organisations with over 20 staff up to over 500 staff, the top
priorities are the same: improved data and reporting for
evidence-based decision-making, improved data protection
and cyber security practices, and exploring new technologies
and innovations to achieve a social mission.

Priorities change significantly based on size

It's becoming increasingly challenging for organisations to
finance their technology. Sixty-one percent of organisations
reported that lack of budget and funding opportunities are the
top challenges facing their organisation’s capability to deliver
digital transformation. This is up by 19% in the last two years.

One in 5 organisations is facing increasing operational
costs, further decreasing their ability to focus on digital
transformation and increase their impact.

-

Volunteer-led (0)

Very small (1-5)
& Small (6-20)

» |Improve our website » Data and reporting
for evidence-based
decision-making

» Make better use of
social media and/or
digital marketing » Improve our website

» Explore new technologies/  » Improve our data
innovations to help us protection and cyber
achieve our social mission security practices

» Make better use of
social media and/or
digital marketing

0900090 C0
ORBRARH
O~O 1906)0e) o) o)

Medium (21-150)

Large (151-500)
& Very large (501+)

» Data and reporting » Data and reporting
for evidence-based for evidence-based
decision-making decision-making

» |mprove our data » |mprove our data
protection and cyber protection and cyber
security practices security practices

» Explore new technologies/  » Explore new technologies/
innovations to help us innovations to help us
achieve our social mission achieve our social mission



Top priorities Biggest challenges

2023 2024 2023 2024

Data and reporting
for evidence-based -
decision making

O

d|
Budget/funding 42%

Access to affordable,

| Improve our website 449, skilled technical 35%
SR resources
3 dat
mprove our data .
5 o Staff capacity 5
protection and cyber 25% B —— T 33%

security practices

Make better use of Increased
& \  social media and/or 35% operating costs -
é digital marketing (new this year)

Explore new

technologies/
innovations to help 12%
us achieve our social

mission

Improving the user

experience and o
accessibility of our 27%
apps and websites

Implement a new

8 client, stakeholder, or 20
@ member information °
@ e management system

Keeping abreast of
technology changes 18
& identifying where to °
invest our IT spend

¥ Fmdm? betfer ways Affordable staff o
of storing files and - . . 18%
information 9
Improve the digital .

2 A o Refreshing our o
et R Tniemoawe 0%

Updating and

e Making the most
maintaining our 15%
{f‘% IT infrastructure it el
Q. Enable staff and Rl
volunteers to work 7% . . 9
|!.ﬁ!!| remotely effectively : technical advice U

Please note that this does not add up to 100% as organisations provided up to 3 top challenges facing their organisation.
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FINANCES & IT SPEND

Australian NFPs spent A$3,942 per full-time equivalent (FTE) on technology,
while New Zealand NFPs spent NZ$2,537 per FTE on average last financial year.

Environmental, conservation, animal welfare, historical The data shows that, as organisations grow larger, this
societies, museums, libraries and genealogy, advocacy and percentage tends to decrease. Among surveyed participants,
services for membership-focused organisations (including volunteer-led organisations spent 11% of their OpEx on

peak bodies) spent the highest percentage of their operating digital technology, while very large organisations with 501+
expenses on digital technology (10-15%). employees spent around 3% of their OpEx on such expenses.
Creative and performing arts, media, housing and shelter Despite indications from our 2023 report that improving IT
services, youth and family services, counselling, financial training, staff skills and development was a priority, it remains
assistance and food relief services spent only 4% of their the lowest reported spending category for both Australian
operating expenses on digital technology. and New Zealand-based NFPs, with spending accounting for

. - t 1% of thei tional iture.
Economies of scale usually apply to digital technology abou of their operational expenditure

spending as a percentage of operating expenditure (OpEx).

Average spend per FTE in each area for Australia (AUD) and New Zealand (NZD) per annum

IT staff salaries Core applications & data Internet/network data links
@ Infrastructure ® Website, online presence Telephony costs
& digital marketing (mobile, fixed & VolP)

PCs, software & equipment
IT training & staff skills . Other

. External IT support services development

) New
Australia Zealand

$3,942 $2,537




UPGRADE YOUR IMPACT

Infoxchange’s vision is “Technology for Social Justice”, with a social objective
focused on building the technological capability of the NFP sector to deliver
greater impact into the communities it serves.

From our IT services and enterprise client and
case-management systems to discounted technology
products, service directories and digital capability training
for staff and volunteers, we are here to support Australia
and New Zealand’s NFP sectors with their technology needs.

Over 38,000 government and community services currently
use our products and services. We understand the needs of
NFPs because we are one, too. Whether you’re a small team
of volunteers operating on a shoestring budget or a large
organisation operating across multiple locations and service
areas, we have scalable solutions that can adapt to suit
your needs.

We help NFPs with

..............................................................................................

DONATED & DISCOUNTED TECHNOLOGY

We help eligible NFPs access donated and discounted technology through the Connecting Up and
TechSoup New Zealand platforms.

..............................................................................................

IT SERVICES

We offer best-in-class IT services, cyber support and training to the NFP sector, building
technological capacity and helping organisations achieve their greatest impact. We are dedicated to
serving the NFP sector and offer our services exclusively to for-purpose organisations.

..............................................................................................

CLIENT AND CASE MANAGEMENT

Our enterprise client and case management (CCM) systems help organisations manage and measure

their program performance and client outcomes, and simplify the process of complying with requirements
from funders. Our technology has helped more than 5,800 community, NFP and government services and
organisations in the last financial year. Our CCM systems are 100% Australian-built, owned and operated.

..............................................................................................

SERVICE DIRECTORY

Our service directory is Australia’s largest and most up-to-date directory of community services,
featuring over 450,000 service listings across Australia. This directory powers Ask Izzy and is used by
multiple NFPs and government departments. We also deliver the SAcommunity directory, supported
by the South Australian Government.

..............................................................................................

DIGITAL TRANSFORMATION HUB

Our Digital Transformation Hub and expert team have helped over 28,000 organisations improve
their digital capabilities since it launched in 2021 by providing consulting, coaching and access to
resources.
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TECHNOLOGY RESOURCES
FOR THE SECTOR

This report outlines significant technological
challenges and trends for our sector, but support

is available. Follow the QR code below for helpful
resources for not-for-profits seeking to address the
top priorities and barriers identified in our survey.

You'll find tips, toolkits, policy templates,
webinars, technology discounts and more
for topics including digital transformation,
cyber security and scams, Al, data,

and digital marketing.

Use the QR Code to visit our Digital
Technology in the Not-For-Profit
Sector Report resource page.

¢ Infoxchange

Infoxchange is a not-for-profit social enterprise
that has been delivering technology for social
justice for 35 years. We tackle the biggest social
challenges through the smart and creative use
of technology.

The Digital Technology in the Not-For-Profit
Sector Report, now in its ninth year, aims

to recognise areas of strength, growth and
improvement by understanding how
not-for-profit organisations across Australia
and New Zealand use technology.

This report was printed by Printing with
Purpose, a First Nations female-owned
and operated social enterprise.

Infoxchange is certified 100% carbon neutral.

FIND OUT MORE infoxchange.org
FOLLOWUSON f ¥ in


https://www.infoxchange.org
https://www.facebook.com/infoxchange
https://twitter.com/infoxchange
https://www.linkedin.com/company/infoxchange/

	Who we are
	A message from the CEO
	Executive summary
	The big picture
	Why digital technology?
	Participant snapshot
	Hybrid working & technology foundations
	Artificial intelligence
	NFP applications & data
	Cyber security 
	Digital capability & skills
	Marketing & communication
	Priorities & challenges
	Finances & IT spend 
	Upgrade your impact

